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Overview of SCADA
Related Pipeline
Acclidents




Previous Accidents

« Brenham, TX, April 7, 1992

« Gramercy, LA, May 23, 1996

» Fork Shoals, SC, June 26, 1996

« Murfreesboro, TN, November 5, 1996
« Knoxville, TN, February 9, 1999

« Bellingham, WA, June 10, 1999

« Winchester, KY, January 27, 2000

« Greenville, TX, March 9, 2000

« Chalk Point, MD, April 7, 2000
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Gramercy, Louisiana

GRIV_ LA 0
05/23/96 22:02:41 Plantation
Upstream Gravity

Values6l, 6646 AF " analog dev

GRYV_IAcH 21

05/23/96 22:02: 34 Plantation
Mainline Presaure
Value=32,82% PST = analog dev

GRIV_IACE20
05/23/%6 22:02:3¢
Garyville ™ Tachary 30" prﬂducta
tine Balance " MARY " Suln (-T3LTL, fludn (-890.7), §0ed

GRYV_TACK 20
05/23/9632:02:19 Garyville ,

Suction Presaure
Value=1d, 8146 PSI = analog dev




Gramercy, Louisiana
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Gramercy, Louisiana
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Bellingham, Washington
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Bellingham, Washington

e Historical records added to the on-
line SCADA computer

« Computer system became
unresponsive

« Meanwhile a pressure buildup
occurred In the pipeline system
which led to the rupture
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Bellingham, Washington
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Bellingham, Washington

« Once the SCADA system computer
became operational, the controller
restarted the pipeline

 After the controller received an alert
from computerized leak detection
software and a field report of a
gasoline smell, he shut down the
pipeline
NTSB
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Kingman, Kansas
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Kingman, Kansas

APPENDIX 2
SYSTEM KEYS
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